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Abstract Voice over Internet Protocol (VoIP) has become increasingly popular

among individuals and business organisations, with millions of users communi-

cating using VoIP applications (apps) on their smart mobile devices. Since Android

is one of the most popular mobile platforms, this research focuses on Android

devices. In this paper we survey the research that examines the security and privacy

of mVoIP published in English from January 2009 to January 2014. We also

examine the ten most popular free mVoIP apps for Android devices, and analyse the

communications to determine whether the voice and text communications using

these mVoIP apps are encrypted. The results indicate that most of the apps encrypt

text communications, but voice communications may not have been encrypted in

Fring, ICQ, Tango, Viber, Vonage, WeChat and Yahoo. The findings described in

this paper contribute to an in-depth understanding of the potential privacy risks

inherent in the communications using these apps, a previously understudied app

category. Six potential research topics are also outlined.
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1 Introduction

In the past years, there has been a noted convergence between mobile telephone

networks and the Internet because of the latter’s capability to deliver enhanced

social and mobile experiences. The Voice over Internet Protocol (VoIP) market is

an example of a dynamic market with a steady increase in the number of service

providers and Internet service providers offer VoIP services, as a part of a bundled

Internet package, which do not require a fixed line telephone to make local and

international calls.

VoIP has been viewed as a positive driver for e-business models, which can

potentially increase relational capital [7]. An example is seen in a study by the

Australian Government Department of Broadband, Communications and the Digital

Economy [2], which found that the number of Australian ‘adults using voice over

internet protocol (VoIP) rose by nearly 21 % in the year to June 2012, to 4.3

million’. This is, perhaps, unsurprising as VoIP provides voice and video

communications, which are cost effective, and in some cases, free on both personal

computers and mobile devices [e.g. using mobile VoIP (mVoIP) applications (apps)

to make an app-to-app call]. Overall, VoIP has contributed to e-commerce growth

both by reducing the communication cost and by providing low-cost technological

infrastructure, cheaper customer service alternatives and economic electronic

transactions with suppliers. According to a market research report by Infonetics

Research, the number of mVoIP users increased by more than 550 % in 2012, to

over 640 million, and mVoIP and voice over Long Term Evolution services are

expected to become a US$16 billion business by 2017 [25].

The increasingly popularity of smart mobile devices has resulted in a surge in the

number of mVoIP app users for both personal and business purposes [10]. However,

like most forms of electronic communications, mVoIP communications can be

intercepted by malicious actors. Examples include the compromisation of a client

machine such as a mobile device using malware with the intention of intercepting

the voice or video communication before it is encrypted by the mVoIP app [47], and

interception of information by government agencies authorised by a wiretap

warrant1 [31]. Despite this, the security of communications using mVoIP apps

appears to be an understudied area. To date, there are relatively few publications on

the topic as demonstrated in our survey (see Sect. 2).

In this paper, we review the research on mVoIP security and privacy issues that

has been published in the last 5 years (i.e. January 2009 to January 2014), and

examine ten most popular free mVoIP apps for Android devices to determine

whether app-to-app communication (both voice and text) using specific apps (e.g.

1 Although the PRISM program by National Security Agency reportedly allows the U.S. intelligence

community to gain access from nine Internet companies to a wide range of digital information [34],

including VoIP and mVoIP communications, such capabilities are not typically available to other non-

state actors or most non-U.S. state actors.
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Viber app to Viber app) are encrypted. Three different app-to-app communication

channel combinations are considered: (a) mobile data network to mobile data

network (m2m), (b) mobile data network to WiFi network (m2w), and (c) WiFi

network to mobile data network (w2m); as WiFi network to WiFi network (w2w)

where both end users that use WiFi networks were considered in our earlier work

[4]. The communications are captured locally in the devices and no malicious

software (malware) is used in this process. We then analyse the captured text and

voice communications using the histograms and the entropy of the captured

communication sessions.

We regard the contributions of this paper to be two-fold:

(1) Identification of research trends on the topics of mVoIP security and privacy

since 2010, based on a comprehensive survey of a previously understudied

app category; and

(2) Providing mVoIP users an in-depth understanding of the potential privacy

risks of using the apps examined in this paper, when they are used for text and

voice communications.

The rest of the paper is organised as follows: In Sect. 2, we present a survey of

the research on the security and privacy of mVoIP published in the last 5 years.

Brief descriptions of the ten popular mVoIP apps are presented in Sect. 3. The

experiment setup, methods for analysis, and the experiment processes are outlined

in Sect. 4. In the next three sections, we present our experimental results for the

three different app-to-app communication combinations m2m (Sect. 5), m2w

(Sect. 6), and w2m (Sect. 7). In Sect. 8, we discuss the findings. The last section

concludes the paper, and outlines six potential research topics.

2 mVoIP security and privacy: a survey

As illustrated in Fig. 1, VoIP security is a very popular research topic during

2005–2008, and mVoIP is a more recent research trend—emerging as a salient area

of inquiry by researchers (e.g.in the areas of security and privacy) [29]. This is not

surprising, as this communication medium is only adopted by both individual and

0
10
20
30
40
50
60

20
00

20
01

20
02

20
03

20
04

20
05

20
06

20
07

20
08

20
09

20
10

20
11

20
12

20
13

20
14

VoIP

mVoIP

Fig. 1 Research trends on VoIP and mVoIP security and privacy since 2000

Android mobile VoIP apps: a survey and examination… 75

123



corporate mobile users when smart mobile devices become a popular alternative to

computers. The survey also revealed that mVoIP security and privacy research is

generally dependent on the popularity of the platform/operating system (OS),—see

Fig. 2. The interested reader is referred to Online Resource 1 for the full survey of

the research on mVoIP security and privacy published from January 2009 to January

2014.

3 Ten popular mVoIP apps

As evidenced from the survey in the earlier section, the security and privacy of

mVoIP is an emerging but under-studied research topic. We aim to contribute to the

literature gap, by studying ten most popular free mVoIP apps. In this section, we

give an overview of these apps that support text, voice and video communications,

namely Skype, Google Hangout (recently replaced Google Talk), ICQ, Viber,

Nimbuzz, Yahoo, Fring, Vonage, WeChat and Tango. At the time of research, we

use the latest version of the apps in our study. The details of experiment setup and

analysis will be provided in Sect. 4 and the findings will be presented in Sect. 5.

Skype is one of the most widely used mVoIP apps with an estimated 40 %

market share in 2012 [25]. Skype uses its own proprietary secure VoIP

communication protocol [48]. All the packets of Skype communication are

encrypted with the 256-bit Advanced Encryption Standard (AES) [3]. Skype servers

certify user public keys using either 1536 or 2048-bit RSA certificates [15]. Since it

is trivial to determine a target’s Skype ID, an attacker can therefore communicate

with the target over Skype to determine his/her IP address, even if the target is

behind a network address translation (NAT) server [6]. Once the IP address of the

user is located, the user’s mobility can then be monitored.

Google Talk uses Extensible Messaging and Presence Protocol (XMPP) [28],

which provides voice communication services through an extension named Jingle

[30]. The Jabber stream is not encrypted in Google Talk [23, 26]. Google Talk also

uses its own authentication mechanism. Google Hangout replaced Google Talk in

2013. Google Hangout encrypts the text communications over an HTTPS

connection with 128-bit encryption, using TLS 1.2, and voice communications
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are encrypted using 128-bit AES encryption [21]. Unlike Google Talk, Google

Hangout uses its own proprietary protocol [36] and requires a valid Gmail account

to login. Viber, WeChat, Fring, Tango and Vonage, on the other hand, use the

number of the mobile handset (e.g. ?61 400 123456789) that the mVoIP app is

installed on as the authentication mechanism and user ID.

ICQ is another popular mVoIP app, which uses proprietary Open System for

Communication in Realtime (OSCAR) messaging protocol. ICQ is available for

Windows, Apple iOS, Blackberry, Symbian and Android platforms. Although the

company’s documentation suggests that ICQ does not provide encryption [24], our

findings indicated that text communications are encrypted (see Table 3 in Sect. 8).

Although Viber is relatively new, it has gained popularity among users. Viber

does not need a separate login other than a user name, either using WiFi or mobile

data network to send or receive voice calls and messages [44]. Viber provides

encrypted text messaging services [43] and scrambles voice data [1]. Viber uses its

own proprietary protocol. In 2013, a bug was discovered in Viber where the lock

screens of smart phones can be bypassed to send voice calls and messages [5].

Yahoo messenger uses its own proprietary protocol to provide instant messaging,

photo sharing, PC-to-PC calls, mail alerts, games and other features [51]. A Yahoo

voice server was compromised in 2012, which resulted in the theft of 453,491

Yahoo email messages and passwords [38].

Nimbuzz is a communication platform that provides voice and video call services

over the Internet [33]. Nimbuzz connects with popular instant messaging and social

network sites such as Facebook, Google Talk and Yahoo messenger. Nimbuzz uses

XMPP as its primary protocol [45].

Similar to Nimbuzz is another communication platform Fring [17]. Fring is a P2P

VoIP service provider, which uses Dynamic Video Quality (DVQ) technology for

video calls. Tango [42] uses its own protocol and provides free VoIP calling

services between Tango users.

Vonage provides a VoIP application—Vonage Mobile [46]. WeChat [49] is

another popular VoIP application developed by the Chinese company, Tencent (the

same company that developed Tencent QQ, reportedly one of the widest used

instant messaging application in China).

We used the most recent version of the apps as of 17 September 2013 in the

experiments, as summarised in Table 1. The majority of the mVoIP apps run on

Android, iOS, Windows, Blackberry and Symbian platforms; and a mobile phone

number (also known as a cell phone number in the United States) is generally used

as the user ID.

4 Experiments

4.1 Experiment setup

In our experiments, we used two LG Google Nexus 4 Android phones with Android

version 4.2.2. Android application Shark for Root was used to capture network
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traffic in pcap format. The mVoIP apps were run on both phones one at a time.

Voice and text messages were captured separately.

For each of the ten apps, we captured voice data in both directions for 10 min.

This was done to ensure the reliability of the experiment, and the same set of songs

(see Table 2) were used in our earlier work [4]. The entire process was undertaken

for the three different combinations of app-to-app communication, namely

(a) mobile data network to mobile data network (m2m)—see Sect. 5, (b) mobile

data network to WiFi network (m2w)—see Sect. 6, and (c) WiFi network to mobile

data network (w2m)—see Sect. 7.

We then sent a series of text messages using the ten apps respectively and

captured the communications to analyse the captured text communications for the

above three app-to-app communication combinations. To ensure that there was no

other traffic, all other apps that could generate Internet traffic were turned off.

4.2 Methods for analysis

It is relatively straightforward to determine whether text messages sent using text

messaging apps are encrypted, by analysing the captured packets. However,

determining whether the captured voice communications are encrypted is less

straightforward due to a number of reasons, such as:

(i) Codecs are used to encode and compress voice signals into a lower entropy

signal. Some codecs use irreversible compression techniques, such as lossy

compression. Due to the encoding and compression applied by the codecs, it

is hard to determine whether the captured packets are encrypted.

(ii) To decode the captured voice data, we need to use the right decoder. In

cases such as open source VoIP apps based on Session Initiation Protocol

(SIP), the payload type of the captured data indicates the codec used in the

encoding. However in the case of proprietary VoIP apps (e.g. Skype), there

is no indication of the payload type in the captured packets. The captured

TCP or UDP communication will only indicate unassigned payload types.

We applied two statistical methods, namely Histogram and Entropy analysis, to

determine whether the voice communications are encrypted.

Table 2 Song details for sample 1 and sample 2

Songs Artist Start time End time Duration

Sample 1 When you say nothing at all Ronan Keating 00:00 04:13 10:03

Stop Spice Girls 00:00 03:12

Another day in paradise Phil Collins 00:00 02:35

Sample 2 Last Christmas George Michael 00:00 04:15 10:04

I want it that way Backstreet Boys 00:00 03:39

Picture of you Boyzone 00:00 02:10
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4.2.1 Histogram analysis

Histogram analysis is one of the commonly used graphical approach to examine the

distribution of data. For example, histogram analysis was used by Ghaemmaghami

et al. [18] to detect voice activities on noisy speech, and entropy analysis has been

used by researchers such as Dorfinger et al. [16] for detecting encrypted traffic and

Gomes et al. [20] to identify and classify P2P (Peer to Peer) VoIP sessions.

The output of a secure encryption algorithm is probabilistic—i.e. encryption of

the same message twice is unlikely to result in the same ciphertext, and knowing the

encryption of a message may not help us recognise another encryption of the same

message. In other words, a secure encryption algorithm will produce a message that

is randomly distributed [12, 19], and as Guo et al. [22] demonstrated in their study,

‘encrypted voice is randomly distributed’. A secure encryption algorithm generates

a data stream with uniformly distributed codewords designed to resist statistical

attacks [27].

Therefore, if the communications are encrypted, the number of occurrences of

each byte in the captured pcap files would also be evenly distributed; otherwise, the

number of occurrences of each byte in the captured pcap files will be scattered and

clustered. Wright et al. [50] used this approach to identify the language used in a

VoIP conversation. Pcap Histogram [35] is one of several tools that can be used to

analyse encrypted payload based on their statistical distribution [8]. This approach

was chosen solely for its simplicity in determining whether the voice communi-

cation is encrypted (or not). We acknowledge that there are likely more advanced

signal processing approaches, but this was outside the scope of our research.

4.2.2 Entropy analysis

The entropy of the payloads of the captured packets was calculated using Shannon

entropy, which measures the uncertainty associated with a random variable [39].

Given a random variable X with N possible values {x1, x2, …,xN}, its entropy can be

calculated as:

HðXÞ ¼ �
XN�1

i¼0

pi log2 pi; where pi ¼ PðX ¼ xiÞ

The minimum average number of bits per character is:

numCharacters ¼ Upper bound of HðXÞ

English language has a low entropy of 2.3 bits per character on average due to its

predictable nature. However, for encrypted packets, the bits are evenly distributed

and the entropy value increases (greater than 5 bits per character on average).

The lack of encryption results in frequent changes in the entropy with high and

low peaks, while encryption mechanism distributes the characters evenly. There-

fore, the entropy of encrypted voice data is high and the entropy distribution is even

(i.e. no sudden changes of high or low peaks). This can be used as the indicator to
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identify encrypted voice data. In our analysis, the entropy of the captured packets is

calculated by the Shannon’s entropy measurement tool, pyNetEntropy [37].

4.3 Experiment process

We played the same set of English language songs (sample 1 as on Table 2; and

sample 2 as on Table 2) on the phones for all the ten apps in order to maintain

consistency, using the following process (also see Fig. 3).

• Step 1 Root the Nexus 4 mobile phones.

• Step 2 Install Shark for Root app in on the phone from which pcap files will be

captured.

Fig. 3 Flowchart of the experiment process
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• Step 3 Install the VoIP apps (e.g. Skype, Viber) in both phones.

• Step 4 Store the songs to be used under in the experiment in the phones.

• Step 5 Select a communication channel.

• For m2m communication, mobile data will be switched on in both phones.

• For m2w communication, mobile data will be switched on in the phone from

which the pcap files will be captured, and WiFi connection will be switched

on in the other phone.

• For w2m communication, WiFi connection will be switched on in the phone

from which the pcap files will be captured, and mobile data will be switched

on in the other phone.

• Step 6 Start communication between the two phones over using the VoIP app

(e.g. Skype) and play the songs. Keep surrounding noise level to a minimum,

and it is highly recommended to perform this experiment in a quiet room.

Start capturing the pcap files by turning on the capture mode in Shark for

Root.

• Step 7 After playing the first set of songs for 10 min, stop capturing pcap files,

turn off the communication over VoIP app, and transfer the captured pcap file to

a desktop PC or laptop through cable connection.

• Step 8 Repeat steps 6 and 7 for the same app by playing the second set of songs.

• Step 9 Repeat steps 6, 7 and to 8 for the other remaining VoIP apps.

• Step 10 From the captured pcap files, filter only the RTP streams using

Wireshark.

• Step 11 Prepare a desktop PC or laptop with using Ubuntu or any other Linux

distribution. Install the dependencies needed for executing the pcap Histogram

and pyNet Entropy scripts.

• Step 12 Analyse the pcap files using the pcap Histogram tool. Based on the

histogram charts of the analysis from the pcap Histogram tool, the communi-

cation will be classified as either encrypted or not encrypted based on the

following criteria:

• If the bytes are uniformly distributed with no clusters observed (i.e. the

number of occurrences of each byte is approximately similar) in the pcap

file, then the communication is determined to be encrypted.

• If there is at least one region in the histogram chart where a cluster of bytes is

observed (i.e. the number of occurrences for the bytes are not similar to the

other regions of the chart), then the communication is determined not to be

encrypted.

• Step 13 Analyse the pcap files using the pyNet entropy script. Based on the

entropy distribution charts of the analysis from the pyNet Entropy script, the

communication will be classified as either encrypted or not encrypted based on

the following criteria:

• If the entropy distribution is even (i.e. steady entropy distribution with no

sudden changes in entropy) with a difference of only within 1 bit per
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character throughout the communication, then the communication is

determined to be encrypted.

• If the entropy distribution changes throughout the communication period

(i.e. not showing a steady and even distribution of entropy) with high and

low peaks with more than 1 bit per character fluctuation, then the

communication is determined not to be encrypted.

5 Findings from mobile data network to mobile data network (m2m)
communications

5.1 Text data analysis

After analysing the pcap files containing text messages (captured locally in the

devices), we found that most of the mVoIP apps provide encrypted communica-

tions, with the exceptions of Fring, Vonage and Yahoo messenger. For Fring and

Vonage, the mobile phone number was also visible (see Figs. 4, 5). It is interesting

to note that the plaintext data was not visible in w2w communication for Fring and

Vonage [4], but it was clearly visible for m2m communication.

For Yahoo, we determined that outgoing text communications were not

encrypted whilst incoming text communications were encrypted. In other words,

text messages captured from the sender’s device were found to be in plaintext, and

text messages received by the sender’s device were found to be encrypted. This

indicates that text communication sent by Yahoo messenger (client) to Yahoo

messenger server is unencrypted, but the text communication sent by Yahoo

messenger server to the client is encrypted. A snapshot of the captured plaintext

message is shown in Fig. 6, and the plaintext ‘‘How r u’’ is marked with a circle.

For Tango, the mobile phone number of the sender was in plaintext, although the

messages were not readable. Analysis of the captured text messages from the

remaining six mVoIP apps—Skype, Google Hangout, ICQ, Viber, Nimbuzz and

WeChat—did not reveal any plaintext data or provide any clue about the sender or

receiver.

Fig. 4 Plain text mobile number in Fring text message
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5.2 Voice data analysis using histogram

The results of histogram analysis of the captured voice data for m2 m communi-

cations are shown in Appendix Figs. 7 and 8. The histograms for Skype were

consistent in both samples. The bytes were evenly distributed in both samples for

Skype (i.e. approximately 25,000 occurrences of each byte). There is no cluster in

any region of the histograms, which suggests that Skype m2m voice communica-

tions are encrypted.

For Google Hangout, the histogram analysis showed frequency distribution of

bytes with no clusters for both samples. The bytes were evenly distributed and

approximately 15,000 occurrences of each byte were observed in both samples. This

suggests that Google Hangout m2m voice communications are encrypted.

For ICQ, a small cluster was shown at the region 0 9 FA in both samples. The

clusters were marked with circles. The bytes were evenly distributed and

approximately 15,000 occurrences of each byte were observed in both samples.

However, the byte distribution increased to approximately 17,000 occurrences in the

clustered region (0 9 FA).This indicates that ICQ voice data are not encrypted

while using mobile data network at both ends.

The histogram for Viber showed clusters in the region 0 9 C8 for both samples 1

and 2 (see Appendix Figs. 7 and 8). Other regions had even byte distribution. The

Fig. 5 Plain text mobile number and conversation in Vonage text message
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clustered region had approximately 20,000 occurrences for each byte, whereas the

other regions had approximately 18,000 occurrences. The clustered regions reflect

the scrambling mechanism used by Viber.

The analysis of Nimbuzz data did not reveal any clusters in any region. The bytes

were evenly distributed in both samples (i.e. approximately 10,000 occurrences of

each byte), which indicates Nimbuzz m2m voice communications are encrypted.

The results from the analysis of the captured Yahoo voice data showed even

distribution of the bytes in sample 2 with no cluster in any region but there was a

cluster in the region 0 9 64 in sample 1. The clustered region in sample 1 had

approximately 10,000 occurrences for each byte, whereas sample 2 had a uniform

distribution of bytes with approximately 7500 occurrences for each byte. This

suggests that Yahoo m2m voice communications are not encrypted.

On the other hand, analysis of Fring data indicated that there were clusters in the

0 9 80 region in both samples. The clustered region had approximately 15,000

occurrences for each byte, whereas the other regions had approximately 10,000

occurrences. This suggests that Fring m2m voice communications are not

encrypted.

Fig. 6 Plain text conversation in Yahoo text message
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Vonage voice data showed even distribution of the bytes with approximately

10,000 occurrences for each byte in sample 1 with no cluster in any region, but there

was a cluster in the region 0 9 E1 in sample 2 (see Appendix Fig. 8).The

approximate number of occurrences for each byte was 10,000 in sample 2, but the

clustered region had approximately 12,500 occurrences for each byte. The presence

of these clusters suggested that Vonage m2m voice communications are not

encrypted.

The analysis of WeChat data showed a cluster in sample 1 in region 0 9 FA and

in sample 2 in region 0 9 23. The clustered region had approximately 15,000

occurrences for each byte, whereas the other regions had approximately 10,000

occurrences. The presence of these clusters suggested that WeChat m2m voice

communications are not encrypted.

Tango voice data histogram analysis showed two clusters in both samples. For

samples 1 and 2, the clusters appeared in regions 0 9 64 and 0 9 90, and regions

0 9 36 and 0 9 64 respectively (see Appendix Figs. 7 and 8). The clustered region

had approximately 30,000 occurrences for each byte, whereas the other regions had

approximately 20,000 occurrences. The presence of these pair of clusters in both

samples suggested that Tango does not encrypt m2m voice communications.

5.3 Voice data analysis using entropy

The entropy analysis of the first sample of Skype data produced a result of 5.5–6.5

bits per character for m2m voice communication with very few sudden drifts (see

Appendix Fig. 9). In the second sample, the variation in entropy was again between

5.5 and 6.5 bits per character with no sudden drifts (see Appendix Fig. 10). The

change in entropy was even and the value varied within 1.0 bit per character for both

samples. An even distribution of entropy suggests that Skype m2m voice

communications are encrypted.

For Google Hangout, the entropy results were between 5.0 and 6.8 bits per

character for sample 1, and 5.3–6.6 bits per character for sample 2. The fluctuation

was higher than Skype. As shown in Appendix Figs. 9 and 10, the fluctuation

occurred slowly. There was no sudden spike in the entropy. However, there was a

sudden drift in the second sample, which is most probably an outlier due to

background noise introduced during the capturing of the second audio sample.

Therefore, Google Hangout m2m voice communications are encrypted.

Results from ICQ were interesting. As shown in Appendix Fig. 9, there was a

continuous fluctuation within the range of 6.0–7.2 bits per character for the first

sample. In the second sample, there was a continuous change of entropy from

5.0–7.0 bits per character during the beginning, and then it remained steady within

the range 6.6–7.3 bits per character (see Appendix Fig. 10). The uneven distribution

of entropy suggests that ICQ m2m voice communications are not encrypted.

Viber also produced an uneven entropy distribution within the range of 2.5–7.0

bits per character for both samples. The fluctuation was very high and the entropy

change was continuous. The uneven distribution of entropy suggests that Viber

m2m voice communications are not encrypted.
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The entropy analysis results of Nimbuzz had a steady distribution within the

range of 5.5–6.0 bits per character in both samples. However, there were sudden

drifts in the entropy for both samples, which were likely outliers. Overall, the

entropy distribution was very even. The even distribution of entropy suggests that

Nimbuzz m2m voice communications are encrypted.

Yahoo had a relatively low entropy distribution with the entropy varying from

4.2 to 5.9 bits per character in both samples. But, in sample 2, the entropy remained

constant within 5.4–5.9 bits per character during the first half of the analysis (see

Appendix Fig. 10). Other than that, the entropy hardly remained steady and

fluctuations were observed throughout the communication sessions. The uneven

distribution of entropy suggests that Yahoo m2m voice communications are not

encrypted.

The entropy analysis of Fring produced highly varying entropy values between

2.0 and 6.5 bits per characters throughout the analysis for both samples. Lack of

steadiness was observed in both samples, which indicates that Fring m2m voice

communications are not encrypted.

The overall entropy distributions for Vonage were around the range of 4.5–7.0

bits per character for both samples. Sudden drifts were observed in the entropy

analysis. For WeChat, the entropy results varied in the range of 5.0–6.8 bits per

character. Both Vonage and WeChat had uneven distribution of entropy, suggesting

that the m2m voice communications are not encrypted.

The entropy analysis of Tango produced entropy in range of 3.9–6.5 bits per

character for sample 1 and 4.8–6.7 bits per character for sample 2 with a couple of

sudden drifts for both samples (see Appendix Figs. 9 and 10). The highly varying

entropy distribution indicates that Tango m2m voice communications are not

encrypted.

6 Findings from mobile data network to WiFi network (m2w)
communications

6.1 Text data analysis

For Fring and Vonage, the mobile number of the sender was visible. This was

surprising because we were using WiFi network at the receiving end. We believe

that this is due to the fact that both Fring and Vonage use the number of the mobile

handset for authentication and as user ID (see Table 1). We observed that the

mobile phone number of the sender and the text messages were also in plaintext in

our experiments (see Figs. 4, 5). For Yahoo, only the messages were in plaintext

(see Fig. 6). For Tango, the mobile phone number was in plaintext, but there was no

information about the messages as discussed in Sect. 5.1. The remaining six mVoIP

apps, namely Skype, Google Hangout, ICQ, Viber, Nimbuzz and WeChat, provided

no clue about the sender or receiver or the contents of the communication.
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6.2 Voice data analysis using histogram

The analysis of the captured voice data with pcap histogram for m2w communi-

cation is shown in Appendix Figs. 11 and 12. The histograms for Skype and Google

Hangout were consistent in both samples. The results for Skype and Google

Hangout histogram analysis were identical as the results discussed in Sect. 5.2.

The bytes were evenly distributed in both samples for Skype and Google hangout

(i.e. approximately 25,000 occurrences of each byte for Skype and 15,000 for

Google hangout). There is no cluster in any region of the histograms, which

suggests that Skype and Google VoIP are encrypted for m2w voice

communications.

For ICQ and Viber, the results were identical as the results discussed in

Sects. 5.2. A small cluster was shown in the region 0 9 FA in both samples of ICQ

(see Appendix Figs. 11 and 12). The bytes were evenly distributed, with

approximately 15,000 occurrences of each byte in both samples of ICQ. However,

we observed that the byte distribution increased to approximately 17,000

occurrences in the clustered region (0 9 FA).The histogram of the sessions

captured for Viber showed clusters in the region 0 9 C8 for both sample 1 and

sample 2. The clustered region had approximately 20,000 occurrences for each byte,

whereas the other regions had approximately 18,000 occurrences. This indicates that

ICQ and Viber voice m2w communications are not encrypted.

However, the analysis of Nimbuzz voice data was not similar to the findings

reported in Sect. 5.2. There was no cluster in any region in sample 1 but there was a

cluster around the region 0 9 64 in sample 2 (see Appendix Fig. 12). The bytes

were evenly distributed, with approximately 10,000 occurrences of each byte in

both samples of Nimbuzz. However, we observed that the byte distribution

increased to approximately 15,000 occurrences in the clustered region in sample 2.

This indicates that Nimbuzz voice m2w communications are not encrypted.

The results from the analysis of the captured Yahoo voice data showed even

distribution of the bytes in both samples with no cluster in any region. The bytes

were evenly distributed in both samples (i.e. approximately 7500 occurrences of

each byte), which indicates yahoo m2w voice communications are encrypted.

On the other hand, analysis of Fring data indicated that there were clusters in the

region 0 9 20 in both samples. The clustered region had approximately 15,000

occurrences for each byte, whereas the other regions had approximately 10,000

occurrences. This suggests that Fring m2w voice communications are not encrypted.

Vonage voice data showed clusters in the region 0 9 F5 in both samples (see

Appendix Figs. 11 and 12). The approximate number of occurrences for each byte

was 10,000 in both samples, but the clustered region had approximately 12,500

occurrences for each byte. The presence of the clusters in the samples indicates

Vonage m2w voice communications are not encrypted.

The analysis of WeChat data showed a cluster in sample 1 in region 0 9 FA and

in sample 2 in region 0 9 05. The clustered region had approximately 15,000

occurrences for each byte, whereas the other regions had approximately 10,000

occurrences. The presence of these clusters in WeChat voice data indicates the
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absence of encryption in m2w voice communications. In addition, a difference in

histogram clusters between the two samples is another indication of no encryption.

Tango voice data histogram analysis showed two clusters in both samples as it

was found in Sect. 5.2. For sample 1, the clusters appeared in the regions 0 9 38

and 0 9 90 (see Appendix Fig. 11). For sample 2, the clusters appeared in the

regions 0 9 36 and 0 9 64 (see Appendix Fig. 12). The clustered region had

approximately 30,000 occurrences for each byte, whereas the other regions had

approximately 20,000 occurrences. The presence of these pairs of clusters in the

samples indicates Tango m2w voice communications are not encrypted.

6.3 Voice data analysis using entropy

The first sample of Skype data produced the entropy of 5.6–6.4 bits per character for

m2w voice communication (see Appendix Fig. 13). The second sample resulted in

the entropy of 5.7–6.6 bits per character(see Appendix Fig. 14). Although the

second sample had some drifts towards the end of the experiment, the overall

change in entropy was even and the value varied within 1.0 bit per character for both

samples, which indicates Skype m2w voice communications are encrypted.

For Google Hangout, the entropy results were between 4.7 and 6.8 bits per

character for samples 1. There was no sudden spike in the entropy. The entropy

distribution was even, which indicates Google Hangout m2w voice communications

are encrypted.

The first sample of ICQ data had an entropy range of 5.4–5.8 bits per character

with a sudden drift. In the second sample, there was a continuous change of entropy

from 5.4 to 6.5 bits per character during the beginning, and then it climbed to 7.0

bits per character before dropping again to 6.0 bits per character. There was also a

sudden drift towards the end. The uneven distribution of entropy suggests that ICQ

m2w voice communications are not encrypted.

Viber also produced an uneven entropy distribution within the range of 2.5–7.0

bits per character for both samples (see Appendix Figs. 13 and 14). The results were

similar as found in Sect. 5.2. The uneven distribution of entropy suggests that Viber

m2w voice communications are not encrypted.

The entropy analysis results of Nimbuzz had a distribution within the range

5.5–7.0 bits per character in sample 1. But there were sudden spikes in the entropy in

the entropy. For sample 2, the entropy distribution was steady between 5.6 and 5.9

bits per character with one sudden drift (see Appendix Figs. 13 and 14). We assume

that the sudden drift of entropy is an outlier, as the entropy is evenly distributed

throughout. This suggests that Nimbuzz m2w voice communications are encrypted.

Yahoo had a relatively low entropy distribution with the entropy varying from

4.2 to 5.9 bits per character in both samples. The entropy hardly remained steady

and fluctuations were observed throughout the communication session. The uneven

distribution of entropy suggests that Yahoo m2w voice communications are not

encrypted.

The entropy analysis of Fring produced highly varying entropy between 2.0 and

6.5 bits per characters throughout the analysis for both samples (see Appendix

Figs. 13 and 14). Lack of steadiness was observed in both samples. Lack of
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steadiness was observed in both samples, which indicates that Fring m2w voice

communications are not encrypted.

The overall entropy distributions for Vonage were around the range of 5.5–7.0

bits per character for sample 1. The entropy distribution was between 6.2 and 7.0

bits per character in sample 2 with sudden drifts in distribution. Due to the uneven

distribution of entropy, Vonage m2w voice communications does not appear to be

encrypted.

For WeChat, the entropy results varied in the range of 5.0–7.0 bits per character

for both samples. There was a continuous change of entropy, which indicates that

WeChat m2w voice communications are not encrypted.

Tango’s entropy is in the range of 5.0–6.5 bits per character for sample 1 and

4.0–6.5 bits per character for sample 2 with a couple of sudden drifts for both

samples (see Appendix Figs. 13 and 14). We assumed that the sudden drift of

entropy is an outlier. Based on the observation that the entropy is evenly distributed,

Tango m2w voice communications appeared to be encrypted.

7 Findings from WiFi network to mobile data network (w2m)
communication

7.1 Text data analysis

The text message analysis of WiFi network at the sender’s end (the device where the

pcap packets are captured) and mobile data network at the receiver’s end provided

the following results. For Fring and Vonage, the received messages were in

plaintext and the mobile phone number was also visible as discussed in Sects. 5.1

and 6.1. For Yahoo, only the messages were in plaintext, as it was reported in

Sects. 5.1 and 6.1. However, unlike the results in Sects. 5.1 and 6.1, the mobile

phone number of the phone using mobile data network and the phone using WiFi

network was not visible in plaintext for Tango. The remaining six mVoIP apps,

namely Skype, Google Hangout, ICQ, Viber, Nimbuzz and WeChat, revealed no

plaintext data or any clue about the sender or receiver. Similar findings were

reported in Sects. 5.1 and 6.1.

7.2 Voice data analysis using histogram

The results for Skype and Google Hangout histogram analysis are similar to the

findings reported in Sects. 5.2 and 6.2. The histograms for Skype and Google

Hangout were consistent in both samples. The bytes were evenly distributed in both

samples for Skype and Google hangout (i.e. approximately 25,000 occurrences of

each byte for Skype and 10,000 for Google hangout). There is no cluster in any

region of the histograms (see Appendix Figs. 15 and 16), which suggests that Skype

and Google Hangout VoIP are encrypted in the w2m voice communications.

For ICQ and Viber, the results were similar to the findings reported in Sects. 5.2

and 6.2. A small cluster was shown in the region 0 9 FA in both samples of ICQ

(see Appendix Figs. 15 and 16). The bytes were evenly distributed, with
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approximately 15,000 occurrences of each byte observed in both samples of ICQ.

However, the byte distribution increased to approximately 17,000 occurrences in the

clustered region (0 9 FA).The histogram of the sessions captured for Viber showed

clusters in the region 0 9 C8 for both samples (see Appendix Figs. 15 and 16). The

clustered region had approximately 20,000 occurrences for each byte, whereas the

other regions had approximately 18,000 occurrences for the bytes. This suggested

that ICQ and Viber w2m voice communications are not encrypted.

However, the analysis of Nimbuzz and Yahoo voice data revealed no cluster in

any region in both samples (see Appendix Figs. 15 and 16). The bytes were evenly

distributed in both samples (i.e. approximately 10,000 occurrences of each byte) for

both Nimbuzz and Yahoo, which indicates Nimbuzz and Yahoo w2m voice

communications are encrypted.

The analysis of Fring data indicated that there were clusters in the region 0 9 20

in sample 1 (see Appendix Figs. 15) and in region 0 9 80 in sample 2 (see

Appendix Figs. 16). The clustered region had approximately 15,000 occurrences for

each byte, whereas the other regions had approximately 10,000 occurrences. This

suggests that Fring w2m voice communications are not encrypted.

Vonage voice data showed no cluster in both samples. The bytes were evenly

distributed in both samples (i.e. approximately 10,000 occurrences of each

byte).The analysis of WeChat data showed a cluster in sample 1 in region

0 9 05 and in sample 2 in region 0 9 FA. The clustered region had approximately

15,000 occurrences for each byte, whereas the other regions had approximately

10,000 occurrences. The presence of these clusters in WeChat voice data suggested

that w2m voice communications are not encrypted.

Tango voice data histogram analysis showed two clusters in both samples—

similar to the findings reported in Sects. 5.2 and 6.2. For sample 1, the clusters

appeared in the regions 0 9 38 and 0 9 90 (see Appendix Fig. 15). For sample 2,

the clusters appeared in the regions 0 9 36 and 0 9 64 (see Appendix Fig. 16).The

clustered region had approximately 30,000 occurrences for each byte, whereas the

other regions had approximately 20,000 occurrences. The presence of these pairs of

clusters and a difference in histogram clusters between the two samples indicate

lack of encryption in Tango voice in w2m communication.

7.3 Voice data analysis using entropy

The entropy analysis of the first sample of Skype data produced a result of 5.5–6.5

bits per character for w2m communication (see Appendix Fig. 17). In the second

sample, the variation in entropy was between 6.0 and 6.8 bits per character (see

Appendix Fig. 18). The change in entropy was even and the value varied within 1.0

bit per character for both samples, indicating that the Skype w2m communications

are encrypted.

For Google Hangout, the entropy results were between 5.0 and 7.0 bits per

character. The fluctuation was higher than Skype. As shown in Appendix Figs. 17

and 18, the fluctuation occurred slowly. There was no sudden spike in the entropy.

The entropy was consistent around the region between 5.0 and 7.0 bits per character.

However, there is a sudden drift, which can be classified as outlier due to network
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noise. Therefore, Google Hangout w2m voice communications appeared to be

encrypted.

Results from ICQ were inconsistent. There was a continuous fluctuation within

the range of 5.5–7.2 bits per character. In other words, there is an uneven

distribution of entropy throughout the communication sessions. As shown in

Appendix Figs. 17 and 18, the entropy distribution is constantly changing. The

uneven distribution of entropy suggested that ICQ w2m voice communications are

not encrypted.

Viber also produced an uneven entropy distribution within the range of 2.5–7.0

bits per character (see Appendix Figs. 17 and 18). The fluctuation was very high and

the entropy change was continuous (as reported in Sects. 5.2 and 6.2). The uneven

distribution of entropy suggests that Viber w2m voice communications are not

encrypted.

The entropy analysis results of Nimbuzz had a steady distribution within the

range 5.5–5.9 bits per character in sample 1 and 5.6–5.8 bits per character in sample

2. But there were sudden drifts in the entropy for both samples towards the third

quarter of the communication session. These two drifts can be considered as

outliers. Overall, the entropy distribution was very even, which suggests that

Nimbuzz w2m voice communications are encrypted.

Yahoo had a relatively low entropy distribution with the entropy varying from

4.0 to 5.8 bits per character in sample 1 and 4.2 to 5.7 bits per character in sample 2.

The entropy hardly remained steady and fluctuations were observed throughout the

communication session. The uneven distribution of entropy suggests that Yahoo

w2m voice communications are not encrypted.

The entropy analysis of Fring produced highly varying entropy between 2.5 and 6.5

bits per characters throughout the analysis for both samples (see Appendix Figs. 17

and 18). Lack of steadiness was observed in both samples. The uneven distribution of

entropy suggests that Fring w2m voice communications are not encrypted.

The overall entropy distributions for Vonage were around the range of 4.5 and

7.0 bits per character in for both samples. Sudden drifts were observed in the

entropy analysis. For WeChat, the entropy results varied in the range of 5.5 and 7.0

bits per character (see Appendix Figs. 17 and 18). Both Vonage and WeChat had

uneven distribution of entropy, indicating that the w2m voice communications are

not encrypted.

The entropy analysis of Tango produced entropy in range of 5.0–7.0 bits per

character for both samples with a couple of sudden drifts for both samples (see

Appendix Figs. 17 and 18). Other than these couple of drifts, the entropy was

steady. An even distribution of entropy suggests that Tango w2m voice commu-

nications are encrypted.

8 Discussion

Employees from various industries including but not limited to consultancy, health,

mining and government use mVoIP apps (e.g. Skype) to communicate with their

stakeholders and customers [40]. For example, mVoIP communication may be used
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to connect a customer to a live agent to provide electronic Customer Relationship

Management (eCRM) services [11]. Due to the lack of vendor documentations,

users are generally unaware of whether their communication is encrypted or not. We

found only four apps—Skype, Google Hangout, ICQ and Viber provide relevant

vendor documentations. According to these documentations, Skype and Google

Hangout provide encrypted text and voice communications, and Viber provides only

encrypted text communications. These assertions are confirmed in our study—see

Table 3. Although ICQ documentation suggests that the service does not provide

encryption [24], our findings indicate that text communications are encrypted—see

Table 3. Security and privacy concerns, as identified in various studies (e.g. [20,

41]), are dominating factors that prevent a broader adoption of mVoIP services in

e-commerce. For example, an organisation providing telecare and telehealth

services through Skype or any other mVoIP app needs to ensure that their

conversations are secure and the services comply with the relevant health

information privacy regulations, such as the Health Insurance Portability and

Accountability Act for US organisations, and the Privacy Act 1988 (Cth) for

Australian organisations.

Table 3 Summary of the findings

Android mVoIP apps Encryption of (text/voice) Communication channel

w2w [4] m2m m2w w2m

Skype Text Y Y Y Y

Voice Y Y Y Y

Google Hangout Text Y (Google Talk) Y Y Y

Voice Y (Google Talk) Y Y Y

ICQ Text Y Y Y Y

Voice N N N N

Viber Text Y Y Y Y

Voice N N N N

Nimbuzz Text Y Y Y Y

Voice Y Y Y Y

Yahoo Text N N N N

Voice N N N N

Fring Text Y N N N

Voice N N N N

Vonage Text Y N N N

Voice N N N N

WeChat Text Y Y Y Y

Voice N N N N

Tango Text Y Y Y Y

Voice Y N N N

Bold and Italic representations indicate varying results obtained from the experiments performed for three

communication channels (m2m, m2w and w2m) and the experiments performed for w2w communication

channel [4]
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Secure communication is an area of ongoing research focus. Recently Chang [9]

developed a damage compensation index for sustainable security services designed

for VoIP services, considered user security and terminal security as major concerns,

and assigned both issues a high indexing value. In short, a secure communication

implies that an eavesdropper should not be able to recover the contents of the

conversation simply by intercepting or capturing the conversation in real-time.

Table 3 summarises the experimental results for all four different communication

channels. For w2w communication, Google Talk was considered because Google

Hangout replaced Google Talk after the experiments were conducted [4].

As outlined in Table 3, Skype text communications were found to be encrypted

and Skype voice communications had no cluster in the histogram analysis with high

entropy for each of the three communication channel combinations.

Google Hangout text communications appeared to be encrypted. The voice

communications did not have any cluster in the histogram analysis and the entropy

results had gradual changes with no sudden rise or fall in entropy in any of the three

communication channel combinations. This suggests that Google Hangout encrypts

voice communications.

For ICQ, the text communications appeared to be encrypted. Clusters were found

in the histogram analysis and the entropy was uneven for each of the four

communication channel combination. These findings suggest that ICQ does not

encrypt the voice communications.

Viber text communications were determined to be encrypted. The voice

communications had cluster in histogram analysis and high fluctuation in entropy

analysis for both for each of the four communication channel combinations, which

suggest that voice communications are not encrypted.

For Nimbuzz, the text communications were determined to be encrypted.

Clusters were found in sample 2 in the m2w communication. No cluster was found

in the other communication channel combinations in the histogram analysis. The

entropy analysis showed steady changes with very few drifts that can be considered

as outliers. The steadiness of entropy results and the absence of cluster in most of

the histogram samples strongly suggest that Nimbuzz voice communications are

encrypted.

We found Yahoo text communications sent by the user to be in plaintext. No

clusters were found in the histograms apart from sample 1 in m2m communication,

although the entropy results had high fluctuations. The high fluctuations in entropy

suggest that voice communications are not encrypted.

Unlike w2w communications [4], Fring text communications appeared not to be

encrypted in m2m, m2w and w2m communications. However, there were clusters

found in the histogram analysis with high fluctuation of entropy in the entropy

analysis. The results suggest that voice communications are not encrypted in all four

communication channel combinations.

Vonage text communications were determined not to be encrypted, whereas the

w2w text communications were determined to be encrypted [4]. For m2m voice

communications, a cluster was observed only in sample 2. The entropy also varied

with sudden drifts. For m2w voice communications, a cluster was observed in each

sample and the entropy varied with sudden drifts. For w2m voice communications,
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there was no cluster in the histograms, but there was a constant variation in entropy

change with sudden drifts. Therefore, we believe the voice communications are

encoded and not encrypted in all four communication channel combinations.

WeChat text communications appeared to be encrypted. There were clusters in

the histograms, and uneven entropy distributions were observed in the entropy

analysis. The results suggest that voice communications are not encrypted in all four

communication channel combinations.

Finally, Tango text communications appeared to be encrypted. However, several

clusters were found in each of the samples for all three communication channel

combinations. High variation of entropy was observed in sample 1 of w2w and m2m

communications. But the entropy variations were quite steady in other samples. The

entropy results suggested that voice communications are encrypted, but the

histogram analysis suggested otherwise. Therefore, we believe that voice commu-

nications are encoded and not encrypted. However, voice communication was

determined to be encrypted for w2w communication [4].

One particularly interesting finding is that three apps (Fring, Vonage, Tango)

differ in comparison to w2w communication [4]. Fring and Vonage apps do not

appear to encrypt text communications for m2m, m2w and w2m communications,

whereas Tango provides encrypted the voice messages only for w2w communica-

tion. This indicates that these three mVoIP apps might be silently turning off

encryption whenever a mobile network is involved.

In summary, three mVoIP apps (Skype, Google Hangout, and Nimbuzz) appear

to encrypt voice data and seven mVoIP apps (Skype, Google Hangout, ICQ, Viber,

Nimbuzz, WeChat and Tango) appear to encrypt text communications.

9 Conclusion and future work

The trend of workers increasing mobility is likely to continue, and consequently,

mobile and wireless devices will become increasingly important tools for accessing

information when desktop computers are unavailable [14]. As technologies become

ubiquitous, and smart mobile devices aimed at improving the performance and

flexibility of communications proliferate—an era of anywhere–anytime [32]—

criminals and other malicious actors will start targeting or continue to target such

devices. It is, therefore, important that efforts be made to ensure that all our

communication systems have appropriate security measures in place and that users

use them to full advantage.

In this paper, we studied one widely used communication system for mobile

devices, namely mVoIP apps. We examined ten most popular free mVoIP apps for

Android devices in three different communication channel combinations, namely

mobile data network to mobile data network (m2m), mobile data network to WiFi

network (m2w), and WiFi network to mobile data network (w2m). We determined

that Yahoo, Fring and Vonage apps do not encrypt text communications (see

Table 3). Using both histogram and entropy analysis, we determined that Skype,

Google Hangout, and Nimbuzz encrypt voice data; and ICQ, Viber, Yahoo, Fring,

Vonage, WeChat and Tango use some sort of voice encoding mechanism, but does
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not encrypt the voice data. Our results contribute towards a better understanding of

communications using Android mobile VoIP apps.

Our review of academic publications between January 2009 and January 2014

also found that the security and privacy of mVoIP services are an understudied area.

There is an ongoing need to conduct more strategic research and evaluation that can

provide policy and practice relevant evidence that would enable policy makers,

businesses and mVoIP service providers to design national regulatory measures and

appropriate policy responses. Future research projects that would help filling gaps in

the knowledge base about mVoIP related risks include:

(1) What is the nature of mVoIP related and emerging risks, and how have

mobile related risks changed in the past few years?

(2) What are the current trends and emerging challenges that have an impact on

mVoIP users?

(3) How can we enhance the security and/or privacy of mVoIP users?

(4) How can we put in place defences to protect even the unaware and/or non-

educated mVoIP users?

Another area of interest would be the potential surveillance risks faced by mVoIP

and other mobile device users, which is an issue that has attracted international

attention in the aftermath of the revelations by Edward Snowden that the National

Security Agency has been conducting wide scale government surveillance including

those targeting Internet, mobile device and cloud users. Therefore, as suggested by

Kim-Kwang Raymond Choo [13], two other key questions that need to be examined

are:

(5) How do we balance the need for a secure mobile device and app ecosystem

and the rights of individuals to privacy against the need to protect society

from serious and organised crimes, terrorism and cyber and national security

interests?

(6) What are the implications of user data and personally identifiable information

leakage from mobile devices, and should a mobile app provider be

responsible for pure economic loss to their users due to its negligence?

Appendix

See Figs. 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18.
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Fig. 7 Histogram analysis of m2m communications (sample 1)
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Fig. 8 Histogram analysis of m2m communications (sample 2)
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Fig. 9 Entropy analysis of m2m communications (sample 1)
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Fig. 10 Entropy analysis of m2m communications (sample 2)
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Fig. 11 Histogram analysis of m2w communications (sample 1)

Android mobile VoIP apps: a survey and examination… 101

123



Fig. 12 Histogram analysis of m2w communications (sample 2)

102 A. Azfar et al.

123



Fig. 13 Entropy analysis of m2w communications (sample 1)

Android mobile VoIP apps: a survey and examination… 103

123



Fig. 14 Entropy analysis of m2w communications (sample 2)
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Fig. 15 Histogram analysis of w2m communications (sample 1)
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Fig. 16 Histogram analysis of w2m communications (sample 2)
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Fig. 17 Entropy analysis of w2m communications (sample 1)
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Fig. 18 Entropy analysis of w2m communications (sample 2)
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